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Springs Medlcal is commltted to protectlng the prlvacy of the
personal and sensitive information which it collects and stores.

Springs Medical is committed to protecting the privacy of your personal
and sensitive information in accordance with the Privacy Act 1988
(Cth), Australian Privacy Principles (APPs), and the Health Records Act
20017 (Vic). This Privacy Policy outlines how we collect, store, use, and
disclose your personal health information.

1. What Information We Collect
Springs Medical collects and stores the following types of information:
« Personal Information: Name, date of birth, contact details, Medicare number, and
emergency contact details.
« Health Information: Medical history, test results, prescriptions, referrals, and
treatment notes.
« Sensitive Information: Information about racial or ethnic origins, religious beliefs,
sexual orientation, or criminal record where relevant to medical care.
o Digital Records: Data collected through electronic health systems, telehealth
consultations, and Al-assisted documentation tools (e.g., Heidi, Lyrebird).

2. How We Collect Your Information
We collect personal information through:

« Direct patient interactions (appointments, forms, emails, or calls).
Referrals from other healthcare providers.

« Al-assisted transcription tools (used only with patient consent).
« Digital health platforms and cloud-based record systems.
e Electronic health services such as My Health Record, Shared Health Summaries,
and Electronic Transfer of Prescriptions (eTP). Patients can opt out upon request.
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3. Patient Consent & Anonymity
When registering as a patient, you will be required to provide consent for the collection, use,
and disclosure of your personal information. This consent will be obtained through
the patient registration form or other documentation provided at the first visit.
Patients have the right to remain anonymous or use a pseudonym when accessing our
services unless impracticable or required by law.
4. How We Use Your Information
We use your personal information to:
o Provide you with high-quality healthcare services.
« Facilitate referrals to specialists, allied health providers, and hospitals.
o Process Medicare and private health insurance claims.
« Conduct quality improvement, research, and health data analysis (only with de-
identified data unless consented otherwise).
e Comply with legal and regulatory requirements.
o We will not use your personal information for direct marketing without your express
consent. Patients can opt-out at any time by notifying us in writing.

5. Who We Share Your Information With
We only disclose your personal information:
o To other healthcare professionals involved in your treatment.
« To third-party service providers (e.g., electronic health record systems, pathology
labs) under strict confidentiality agreements.
« Where legally required (e.g., court orders, notifiable disease reporting).
o For approved research projects (only with de-identified data unless otherwise
consented).
e Inemergencies where your health or safety is at risk.
« We do not share personal health information with overseas entities unless directly
relating to your medical care and only with patient consent.
Patients who do not wish to participate inresearch or data-sharing for quality
improvement can opt out by informing our reception team.
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6. Digital Data Security & Cybersecurity
Springs Medical follows strict data security measures, including:

e Encrypted electronic health records.

e Restricted access to authorized personnel only.

o Secure cloud-based storage compliant with Australian privacy laws.

o Regular cybersecurity audits and staff training.
In the event of a data breach that poses a risk to individuals, we comply with the Notifiable
Data Breaches (NDB) scheme, informing affected individuals and the Office of the
Australian Information Commissioner (OAIC).

7. Accessing & Correcting Your Health Information
Patients have the right to:
« Request access to their medical records (processed within 30 days).
o Request corrections to inaccurate or outdated information.
o Receive a summary of their care when transferring to a new provider.
To request access, please submit a written request to our administration team. A
reasonable fee may apply for large record requests.

8. Retention & Disposal of Medical Records
» Records are stored for at least seven years from the last patient interaction (or until
a patient turns 25, whichever is longer).
e Secure disposal methods, including secure  destruction of paper
records and permanent deletion of electronic files, are used when records are no
longer required.

9. Privacy & Our Website
« If you contact us via email, website forms, or social media, we collect personal
information as part of our communication records.
o Our website may use cookies or analytics tools to enhance user experience.
Patients can request further information on data collected online.
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10. Complaints & Concerns
If you have privacy concerns or wish to lodge a complaint, contact:
General Manager or Operations Manager
Springs Medical
10 Hospital Street (PO Box 464), Daylesford, VIC 3460
Phone: (03) 5348 2227
Email: admin@springsmedical.com.au
Alternatively, you may contact:
 Office of the Health Complaints Commissioner (1300 582 113
| www.hcce.vic.gov.au)
« Office of the Australian Information Commissioner (OAIC) (1300 363 992
| www.0aic.gov.au)
We aim to resolve all privacy complaints within 30 days.

11. Updates to This Policy
o This Privacy Policy is reviewed annually to ensure compliance with legal and
operational changes.
« Updates will be made available at our reception and on our website.

By engaging with Springs Medical, you acknowledge and agree to this Privacy Policy.
For more information, please visit www.springsmedical.com.au.
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